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Updates introduce you to new and
exciting features and improve app

functionality.  If you're not updating,
you're missing out on new developments

that make your device even better. 

Cyber CriminalsNew Features
Updating your operating system helps
protect you from hackers and cyber
criminals. Each update fixes newly

discovered bugs and exploitable entry
points. Software providers are always
on the lookout for ways to fix holes in
their systems and protect their users.

Hackers can remotely turn off your
antivirus software.  By updating your

operating system, you're not only
ensuring that you have the best

software available, but you're also
keeping a close eye on your antivirus

software and preventing these attacks. 

If your system becomes infected, you
can unknowingly pass on malware and

other harmful viruses to your friends and
contacts. Updated operating systems are
more likely to identify and block harmful
viruses, reducing your chances of being

infected by malware.  

Because updated systems have better features, better awareness of cyber
vulnerabilities and new viruses, and have added protection against new attacks,

your documents, text messages, and emails are kept safe. 
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5 TIPS FOR
RECOGNIZING A
PHISHING EMAIL

Phishing emails will often have grammar
and spelling errors beyond common
autocorrect mistypes. If an email is

poorly written with random punctuation,
be wary: it's likely a phishing email.

External Email BannerGrammar Errors
DUDA's ServiceDesk has created a
handy external email banner that

alerts you when an email is coming
from outside DUDA's network. Be

especially careful with unknown email
addresses that trigger this banner. 

If an email is asking you for personal
information such as your username,
password, address, social security

number, etc., it's a safe bet that it's a
phishing scheme. Never give your
information to an unusual email.

 

If you receive a strange email from a
coworker asking you to make an unusual
purchase, this is a phishing email. "I will

never ask any employee to purchase gift
cards," says CEO David Duda, whose

name has been used in the past by
phishing scammers. 

NEVER click a link or attachment from a strange source. If the link or attachment is
misspelled or has a sense of urgency (Click NOW!) it's likely malware. Never click a

link or open an attachment from an unknown source.
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